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modssiU O O 0O 0O O 0O O Nagios httpsO O O WarningD O 0O O O "HTTP WARNING 421
Misdirected Request" [1 [ [

oood
Rocky Linux release 8.10

dnf update (2025/09/12)

- httpd-2.4.37-65.module+el8.10.0+2061+8d03fdec.5.x8664

- httpd-filesystem-2.4.37-65.module+el8.10.0+2061+8d03fdec.5.noarch
- httpd-tools-2.4.37-65.module+el8.10.0+2061+8d03fdec.5.x8664

- modhttp2-1.15.7-10.module+el8.10.0+2061+8d03fdec.4.x8664

- modssl-1:2.4.37-65.module+el8.10.0+2061+8d03fdec.5.x8664

googooog

checkhttp 0 0 0 0 O (nagios-plugins-2.4.11) O O
0 0O O O : checkhttp -H www.chovits.club -4 -S

goon

package 000 0OOO0OO0OOO0OOK(O)OOOODOOpackaged 0000 OO ONagiosd OO OOK(O) ->
Warning(O)O OO O
OO0000O0HTTP WARNING: HTTP/1.1 421 Misdirected Request

goon
modssl-2.4.37-65.module+el8.10.0+2061+8d03fdec.5.x8664.romO0 0 0 000000000

ood

- Resolves: RHEL-99944 - CVE-2025-49812 httpd: HTTP Session Hijack via a TLS upgrade

- Resolves: RHEL-99969 - CVE-2024-47252 httpd: insufficient escaping of user-supplied data in modssl

- Resolves: RHEL-99961 - CVE-2025-23048 httpd: access control bypass by trusted clients is possible using TLS
1.3 session resumption
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0 421 Misdirected Request] [ googled O O 00 O O SNIO Server Name Indication0 00 D0 OO O O0O0O0O
300 (RHEL-99961)0 00000000 O0OM@EIUDOOOOODOOOOn)

00 000Oapache O httpd.conf0 DO OO OO
CustomLog "/tmp/ssl-testlog %t %h %{SSLTLSSNI}x \"%r\" %b"

O Firefox
[12/Sep/2025:11:46:11 +0900] XXX.XXX.XXX.XXX Www.chovits.club "GET / HTTP/1.1" 12693

O checkhttp

[12/Sep/2025:11:46:45 +0900] yyy.yyy.yyy.yyy - "GET / HTTP/1.1" 322
checkhttp OO SNIOOODOOODO

oood

checkhttp-h OO O OOODO0O

--Sni
Enable SSL/TLS hostname extension support (SNI)
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$ checkhttp -H www.chovits.club -4 -S
HTTP WARNING: HTTP/1.1 421 Misdirected Request - 562 bytes in 0.159 second response time
[time=0.159360s;;;0.000000 size=562B;;;0

$ checkhttp -H www.chovits.club -4 -S --sni
HTTP OK: HTTP/1.1 200 OK - 13206 bytes in 0.365 second response time |time=0.364547s;;;0.000000
size=13206B;;;0

NagiosO OO OO OOOOcheckhttp"-sni" OO0 0000000 OnagiosO OO OOOOO0OOOKOODOOO
0 nagios settings [

define command{
commandname checkhttpcustom
commandline SUSER1$/checkhttp -H SARG1$ $SARG2$

}

define service{
use generic-service
hostname www.chovits.club
servicedescription HTTPSv4
checkcommand checkhttpcustom!www.chovits.club!-4 -S --sni

}

ooogogde:
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